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VMware vSphere 5 Quick Start Guide

This document is created to provide some basic information about VMware, and allow you, the customer, to
determine when and how to engage us for support or other needs related to your VMware environment.

In general, we always recommend that our customers contact us before making any changes that could put their
systems at risk of data loss or production downtime. We can typically help you resolve issues, including
configuration changes, updates, etc, and save the frustration of an unplanned outage. VMware is a complex
system, and it is easy to get in over your head.

Note: This is not intended to be an in-depth technical document. It is an introduction to some of the key
components that any system administrator needs to understand for typical day to day operation of the system.

© 2011-2012 Marvin Huffaker Consulting, Inc. VMware vSphere 5 Quick Start Guide
Business Email, Collaboration, and Virtualization Experts.
http://www.redjuju.com Page 1 of 15




Marvin Huffaker Consulting, Inc.

ﬁé.H MARVIN HUFFAKER 1311 W Chandler Blvd Ste 160A
C O N s U L T I N G Chandler, AZ 85224
_/ Phone: 480-988-7215
Business Email, Collaboration, and Virtualization Experts http://www.redjuju.com

Table of Contents
AbouUt the VIMWAIre ESXi VSPRNEIE SEIVET ..cciiiiiie ittt ettt sttt e e et e e e stee e s st e e s s sabee e e sabeee s ssabeeesesnbeeesenaseeessnnsens 3
VSPNEIE OVEIVIEW......vviiiiiiiieeceiiee e ettt e e e ettt e e e etae e e s ebteeeeebteeeeeseaeesastaeesaaseseesanssaeesanstaeesanstaeessnsesaesanseneeesastenassnns 3
VIMIWAEE ESXi VSPREIE ...ttt ettt ettt e et e e e et e e e s et e e e e eabteeessbteeeeeasteeeeeabtaeesanseaeesanseaeesasteeessnsteneeanns 3
Virtual Host vs. Virtual GUEst DefinitioNnS ........oouiiiiiiieieeeere ettt s st 3
VMWare INStallation MO ........cooiiiiiieiee ettt ettt e sa e st e s bt e e sbe e e sabeesabeesneeesabeeesneeenns 3
Making Changes to the VMware Hypervisor or INfrastrUCtUre ........ccuuivviciieieiiiiee e 3
RoUtiNE VIMWAre IMaiNTENANCE ....coiiiiiiiiieiiiee ettt ettt e ettt e s sttt e e sttt e e st et e e s et e e e snbeeeesnneeeesnsneeesannneeens 4
VIMWare PatChes and UPALES ....ccocuiiii ettt ettt ettt e ettt e e s e tte e e e eat e e e s ebteeeeeastaeesenstasasestaeessasteeansnns 4
Proper Shutdown / Startup of the ENtire VIVIWAIrE SEIVET .......c.eeecueiiecieeceiee ettt et ettt et eetteeeveeeeteeeeteeenareesareeens 4
VMware vSphere Server SNUtAOWN ProCEAUIE.........uvii ittt et e e e ette e e e ebee e e s ebaeeeeebteeeeeans 5
VIMWare VSPhere STartUp PrOCEAUIE......ccuuiii ettt ettt e st e e s st e e e sbte e e e sbte e e e sbeeeessabtaeessnseeessanseeesanns 6
About the vSphere Client (Workstation COMPONENT) .......ceieiiieiiiieiiieeciee et eesteeesreesreeebaeesbeestaeessseessesensseens 7
LT = T = o YoV o] a LT T @ 1= o T 7
Using the vSphere Client to Login to the VMware VSPhere SErver....... e e et 8
Inside the VIMWAre VSPNEre ClIENT ........ooicuiiie ettt ettt e ettt e e et a e e e e ata e e e e abeeeeeasseeesnsaeeesanssneans 9
Virtual Maching SEAteS ...c..ceiueeiiiiie ittt et et b e s b s e saee et e e reesneesnne e 10
Virtual Maching CONSOIE .......coouiiiiiiieeee ettt sttt et r e b e seeeen e e sreesneesrne e 11
Making VMware Level Changes to a Virtual Machine (GUESt OS) ......ccueevieeicieieiieeciee et 12
Making OS Level Changes to a Virtual Maching ...........ocoouiiii ettt e 13
Virtual GUEST SYSEEM SHULAOWN .......eiiiiieee et e et e e et e e e e at e e e s eataeeeeabaeeeenseeeeennsenas 13
VAo (U R T A (=T 0 ] =Y (U o SRS 13
Alternative Options for VMware Guest OS ShULAOWN ........coiiiiiiiiiiiiiec et see e e e e e 14
USEFfUI RESOUITES & LINKS:..ccueiiiiiiiieiieiieie ettt sttt sttt et e e s s saeeeneenreesreesane e 15
(00T 0}V T ={ ol 1\ o] ol RPNt 15
© 2011-2012 Marvin Huffaker Consulting, Inc. VMware vSphere 5 Quick Start Guide

Business Email, Collaboration, and Virtualization Experts.
http://www.redjuju.com Page 2 of 15




N T I N G Chandler, AZ 85224

_/ Phone: 480-988-7215

Business Email, Collaboration, and Virtualization Experts http://www.redjuju.com

/’" Marvin Huffaker Consulting, Inc.
n<]\ MARVIN HUFFAKER 1311 W Chandler Bivd Ste 160A
CcC O S U L

About the VMware ESXi vSphere Server

vSphere Overview
This section details some of the basic information related specifically to the host system.

VMware ESXi vSphere

VMware ESXi (vSphere) is a hypervisor that runs directly on the server hardware. It provides the platform that
allows you to run multiple virtual operating systems. VMware manages the interaction between the guest OS
and the hardware, primarily the RAM, CPU, and Disk Storage.

Virtual Host vs. Virtual Guest Definitions
We refer to the Virtual Host as the Physical server running the VMware ESXi vSphere hypervisor.

We refer to a Virtual Guest, Guest OS, Virtual Machine, and / or Virtual Guest OS as the Operating System(s)
running on top of the VMware hypervisor. These are your Windows and Linux servers that run your corporate
services and applications.

VMware Installation Mode

We typically install VMware ESXi in “Embedded” mode, meaning that a USB Flash Drive is installed in your
server(s), and the entire VMware ESXi hypervisor is installed on the USB Flash Drive. This is important to
understand for future support needs. If Disk Drives and/or Disk Arrays are present in the server (Direct Attached
Storage), they contain the actual VMware datastore, which contains the Virtual Operating Systems and
associated data. It should be noted that a Best Practice is to not use Direct Attached storage, but to instead use
a centralized SAN or other shared network storage for the datastore. This provides better functionality, and
allows you to take advantage of some of the advanced features of VMware.

Making Changes to the VMware Hypervisor or Infrastructure

It should not normally be necessary to make any changes to the VMware hypervisor. On the surface, VMware
VSphere is a simple, easy to understand interface that handles several basic tasks. However, there are numerous
elements and considerations that may not be completely apparent or obvious. We recommend that you do not
make any changes to the system without first consulting with us first so that you will understand the
ramifications.
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Routine VMware Maintenance

Generally speaking, VMware does not require any day to day maintenance. It typically just runs unless instructed
otherwise. In most cases, once the system is operational, the underlying hypervisor (VMWARE) is mostly
forgotten.

VMware Patches and Updates

Like any other software manufacturer, VMware releases patches and other updates on a regular basis. Updating
VMware requires a maintenance window where all Guest OS’s are shut off. We recommend contacting us to
perform any required updates. As a side note, we publish a quarterly “Baseline” showing the versions that all
software, Windows, VMware, and Novell should be running. When it is time to update a system, the information
will be in the baseline report. Our baseline document can be found here: http://www.redjuju.com/tech-

resources/

Proper Shutdown / Startup of the Entire VMware Server

In most cases, it is not necessary to routinely reboot the entire VMware server. More specifically, there is no
need whatsoever to reboot it on a regular basis (as is required in some cases with Windows). If you find that a
situation commands a reboot, it is critical to do a correct shutdown on the system. Failure to follow these steps
will result in data loss and/or data corruption.
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VMware vSphere Server Shutdown Procedure

e DO NOT ever power off the server using the power switch on the server while VMware is running.
e DO NOT ever initiate a shutdown directly on the VMware system console (at the monitor and keyboard) while any
Guest OS’s are running.

The Proper Shutdown Procedure:
1. Ensure all Guest OS’s are shutdown completely and according to normal procedures for the applicable
operating system. Basic procedures are outlined in this document.
2. From within the VMware vSphere Client, right click on the server host, then choose “Shutdown”
3. You may receive a warning about not being in Maintenance Mode. If all Guest OS’s are shut down, this
warning can be ignored.
4. Refer to the picture below.
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ﬁ E |E} Home b gf] Inventary D@ Hosts and Cluskers
n > 68 6B

= @ COLOS5US CATWOMAN
= Chandler Datacenter . - . .
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Figure 1 - Depiction of the VMware Host Shutdown Process
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VMware vSphere Startup Procedure
Assuming the entire VMware server is powered off; starting the system is a simple and straightforward process.

Use the server Power Button to start the server boot process.

Watch the monitor screen as the system boots. When the VMware Hypervisor arrives at the standard
information/status screen as depicted below, the hypervisor itself is fully booted. The screenshot below
depicts ESXi version 5.0 Update 1. Other versions are very similar.

3. Login to the vSphere Client from your Windows system.

4. Typically, all Guest OS’s should start automatically (We should have configured them as such, but it
depends on your exact system architecture), however this is not a required configuration, noris it a
default configuration. If after several minutes, the Guest OS’s do not show powered on, you can start
them manually.

5. After all of your Guest OS’s are started, ensure all components, services, and applications are working as
expected.

VMuare ESXi 5.0.0 (YMKernel Release Build 515841)

Dell Inc. PouerEdge R710

Intel(R) Xeon(R) CPU ES5620 @ 2.40GHz
24 GiB Hemory

Dounload tools to manage this host from:
http://unhost2/
http://192.168.0.161/ (STATIC)

€F2> Custonize System/View Logs {F12> Shut Doun/Restart

Figure 2 - Depiction of the VMware Host Startup Screen - Ready Status
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About the vSphere Client (Workstation Component)

Installing the vSphere Client

To install the vSphere client on your own workstation, simply use your Internet browser to open a web page to
the IP Address of the VMware vSphere server. The client download link is displayed on the welcome page as
depicted below.

W [ elcome to Whiware ESX 5 | + |

(— [ wmhostl | https:/fumhostl

VYVMware ESXi 5

Welcome

Getting Started

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this host,

» Download vSphere Client

To streamling your 1T operations with wSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
systermn deployment time from weeks to seconds, monitor your
virtual computing environment around the dock, avaoid service
disruptions due to planned hardware maintenance or unexpected
failure, centralize access control, and automate system
administration tasks.

Figure 3 - Depiction of the VMware vSphere Web Interface for Downloading the vSphere Client
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Using the vSphere Client to Login to the VMware vSphere Server

One you have installed the vSphere client, launch the shortcut from your desktop or start menu. Enter the IP
Address (or DNS Name) of the server, as well as the designated User ID and Password.

Note: In basic single server environments, it is customary to login directly to the VMware vSphere server.
However, in multiple server environments, you would likely be using a VMware vCenter management server. In

this case, you login to the vCenter server to manage all VMware hosts.

Regardless of whether you login to a vCenter server or a single VMware host, you use the same VMware

vSphere client.

@ Whdware wSphere Client
vmware

VMware vSphere”

Client

To directly manage a single host, enter the IP address or host name,
Ta manage multiple hosts, enter the IP address or name of a
viZenter Server,

IP address | Mame:

Icolossus - I

User name: I

Password: I

™ Use Windows session credentials

Login I Close

Help

Figure 4 - Depiction of the vSphere Client Login Dialog
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Inside the VMware vSphere Client

Once you login to the vSphere Client, you are presented with a list of your Virtual Guest systems. From here, you
can do many basic tasks as outlined in this document. You’re also able to see visual indicators of basic system
status and/or alarms, which would suggest further investigation is needed.
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w3phere HA: Off | i3 wmhostl-datastor..
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Total Storage: 295 TE
Murnber of Hosts: 2
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Wirtual Machines and Templates: 24
Total Migrations using wMakion: 21
Commands
E:_T e Wirkual Machine r{? Mew Datastore Clusker
B Add Host #h Edit Settings

Figure 5 - Depiction of the VMware vSphere Client Main Window
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Virtual Machine States

The following image depicts the primary states of a virtual machine: Powered On, Powered Off, and Suspended.
Many operations require that a virtual machine be in the Powered Off state, and understanding the icon and
power status is critical.

e Powered On: System is running as normal

o Powered Off: System has been shut down and is not running

e Suspended: System is in a suspended state, but not running. It is similar to when a workstation is on
standby. We recommend Powering Off a system as an alternative to suspending the OS.

I3 BATMAN Powered On & HMormal
I IRONMAN Powered Cn & Mormal
I3 FIREFLY Powered On &  Mormal
| [ DASH Suspended # HMormal
51 Storagexp Powered OFf & Mormal
1 BLACKWIDOW Powered OFf & Mormal
51 ELEKTRA Powered OFf &  Mormal
Figure 6 - Depiction of the VMware Guest OS Status Options
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Virtual Machine Console
A console is available for viewing each running Guest OS. This console is very similar to a sitting at the monitor

and keyboard of a physical server. To access the console for a Guest OS, do the following:

Login to the vSphere Client.

Select the Guest OS you wish, and Right Click.

From the Right-Click menu, choose “Open Console”

A window will open as depicted containing the running operating system.
Use the OS within the window as required.

vk wnNe

=
@ DASH on vmhostl EI = @

File ‘iew %M

I =R I )

o UE) W oso0pm

Figure 7 - Depiction of the VMware Guest Console
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Making VMware Level Changes to a Virtual Machine (Guest OS)

Occasionally you may find that it is necessary to make a configuration change to a running Virtual Machine. The
most common example would be adding disk storage or RAM. You should reference the documentation to
ensure that you understand the process. The following items are applicable for making changes at the VMware
Level:

1. The Guest OS should generally be shut down first and be in the Powered Off state before adding new
hardware or making any configuration changes.

2. Edit the Settings of the Virtual Machine as required. To do so, in the vSphere client, right click on the
Virtual Machine, and select “Edit Settings.” This will launch the Virtual Machine Properties, as depicted
below.

3. After you have made changes, save the settings by closing the properties dialog.

E

Start the Guest OS as you normally would.

5. The Guest OS will recognize the new hardware and will generally configure it automatically, as in the
case of CPU or RAM. However, you will have to format/allocate any disk storage just as you would if you
added a physical hard drive to a PC.

@THOR-\-"irtualMachine Properties EI@
Hardware lOptions ] Resources ] virtual Maching Yersion: 7
Memory Configuration
I Show all Devices add...
255 GB el Mermary Size: 23: GE -
Hardware Summary R
B Maximum recommended For this
M Memory AR 4 guest O5: 255 GB.
[m 1 64 GBH
" " Maximum recommended For best
I;I Video card Video card 3268 - performance: 24564 ME,
S VMCldevice Restricted o Default recommended For this
e SCST controller 0 L3I Logic Parallel 16 GEH 4 guest O5: 512 MB.
S Harddisk 1 Wirtual Disk Minimurn recommended for this
= Harddiskz Wirtual Disk, 86BN <1 guest 05: 256 MB.
& Harddisk 3 Wirkual Disk. s
& cojovo orive 1 [PRODUCTION] ISOfSL...
BB nNetwork adapter 1 wPGE-Production ZGBH
Floppy drive 1 floppy0
é 1GEH
512 MB =1
256 MBI
128 MEH
&4 MB H
32 MEBH
16 MB H
& MB H
4 MBHY
Help [o]:4 Cancel
A

Figure 8 - Depiction of the Virtual Machine Properties Page
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Making OS Level Changes to a Virtual Machine

Within a running operating system, it is completely acceptable and normal to make any software or application
changes as required by your company. As a rule of thumb, you treat the OS and any running services or
applications the same as if it was running on a physical server.

Virtual Guest System Shutdown

A common task with VMware is the need to shut down or reboot a Guest OS. It’s critical to perform a correct
shutdown. Incorrectly power cycling the server or one of the Guest OS’s is just as bad as pulling the power cord
out of a server while it is running. To shut down a Guest OS correctly, we recommend the following:

1. From within the Guest Operating System, shut down any critical applications
2. From within the Guest Operating System, perform a normal shutdown via
e  Windows: Start 2 Shutdown (Or Reboot)
e Linux Command Line: shutdown now —h
e Linux GUI (SLES): Computer = Shutdown = Shutdown
3. You can watch the system go through the shutdown process using the VSphere Client Console to the
Guest OS.
4. Confirm within the VSphere Client that the Guest OS has reached the “Powered Off” State

Virtual Guest System Startup
When you need to start a Guest OS that is currently powered off:

1. Inthe vSphere Client, confirm that the Guest OS is actually in the “Powered Off” state by checking the
status in the VSphere Client.

2. Click on the Virtual Machine, and then click the Green “Power On” button on the taskbar. You can also
choose the Power On option from the Right-Click menu.

3. Open a Console to the Guest OS to see the system booting up.

4. Once the system is booted, confirm all applications are running as expected.

3 DASH environment, you can u
2 g worlatation snucanmag
& El Powser + ” Power On Ctrl+B |
p FI Guest L4 Povver Off Ctrl+E

% :: Snapshot r Suspend Ctrl+Z
&G @ Open Console Reset Ctrl+T

% g‘: @ Edit Settings... Shut Diowen Guest  Ctrl+D

& IR ES] Migrate... Restart Guest Chrl+R
Ehoml #8 e |

Figure 9 - Depiction of Guest OS Startup Procedure
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Alternative Options for VMware Guest OS Shutdown
As an alternative to an OS driven shutdown as described above, there are various options for shut down within
the vSphere client. Refer to the image below:

CYCLOPS By Artal m
% ik o en st e
B D | Powver Powver Cin Crl+ | i
Eh EL Guest 4 Ponver Off Ctrl+E \
i :i Shapshot ' Suspend Ctrl+Z
% Al = Open Consale Reset Ctrl+T
Eh GI 5% Edit Settings... Shut Down Guest  Ctrl+D
% :';é & Migrate... Restart Guest Ctrl+
i IR 55 Clane.., o i
5 m Templat ’ )
= Emplate > Power on the virt
o Fault Talerance 3
B e — 5 Edit virtual machi
& o Add Perrmission... Ctrl+P
i s Alarm 4
[ st Report Performance...
h ST
Eh TH Renarme

WA
D Openin Mew Window..,  Ctrl+81t+M
Eh v
Ehow Remuove from Inventory
B w Delete from Disk
B WORDERWOMSN

Figure 10 - Depiction of the Power Options for a Virtual Machine

Power Off — This option kills the power to the Virtual Guest and does not shut it down cleanly. Using this
method is only appropriate for a system that is hung or won’t respond to other shutdown methods. It should be
a last resort for shutting down a virtual machine guest.

Suspend — This option ‘pauses’ the running Virtual Guest. The Virtual Guest is not usable in this state, and use of
this option is not very common.

Reset — This option is similar to pressing the Reset button on a physical server. It does not provide a clean
shutdown, it simply cycles the virtual guest. Data Loss is likely to occur if this option is used, so we recommend
that it only be used if the Guest is unresponsive.

Shut Down Guest — When the VMware Tools are installed on the Guest OS, the “Shut Down Guest” option is
available. This option can be used to gracefully shut down a Guest. We suggest caution and discretion when
using this option, but it is generally considered safe. Before relying on this option, you should try it to see if the
Virtual Machine shuts down correctly and as expected. If not, you should rely on the standard OS shutdown
procedures.
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Restart Guest — When the VMware Tools are installed, the “Restart Guest” option is available. This is the same
as the “Shut Down Guest” option, except that it gracefully shuts down the system and then cycles it and starts it
up again.

Useful Resources & Links:

Marvin Huffaker Consulting, http://www.redjuju.com

Website:

VMware Knowledgebase: http://kb.VMware.com

VMware VSphere ESXi 5.0 http://www.VMware.com/support/pubs/vsphere-esxi-vcenter-server-
Resources pubs.html

Copyright Notice

This document is copyright © 2011-2012 by Marvin Huffaker Consulting, Inc. All Rights Reserved. This document
may not be redistributed or modified without express written permission from the author.
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